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Introduction 

Digital platforms, such as social media or various types of connection platforms, have 

become the most essential tool for committing transnational crime. Numerous 

cybercriminals worldwide have been able to exploit the gaps and loopholes in internet 

data-sharing platforms, abusing the system for their own gain. Messaging apps, often 

used by criminal networks to conceal identities, expose users to significant risks. To 
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further explain, the nations that often face these issues are the nations with a weak 

cybersecurity system due to the insufficient resources economically to build on their 

system to protect their citizens. Though most nations do have measures to a certain 

extent to focus on platform monitoring, they may often overlap with other policies, 

which creates gaps between the systems. In an international aspect of this issue, 

nations are able to see how multiple of them face this issue due to the exploitation of 

loopholes to traffic illegal goods. Nations that are heavily affected by this issue have 

been in Western Europe, which has one of the biggest hubs for trafficking illegal goods 

through digital platforms. According to a global initiative, they state, “In early 2023, a 

Europol-backed operation took down two of the world’s largest cybercrime forums." 

(“The Digital Drug Revolution: How Online Markets Are Reshaping Global Illicit Trade”). 

This overall gives insight into how fraud comes hand in hand with cybergroups that 

exploit digital platforms to traffic different kinds of goods. The controversy on this topic is 

due to the different viewpoints of nations when it comes to their balancing of 

international cooperation, which includes security and privacy. Such as the UNODC, 

which is the head of this issue, with their viewpoint being to combat this issue and focus 

mainly on privacy, and raise awareness by improving the structure and actions of the 

users of the media. They state that the UNODC Cybercrime unit "fights against 

cybercrime through supporting national structures and action." While in the EU, they are 

trying to coordinate operations across states to ensure more safety for children's sexual 

exploitation and general fraud being committed. In the past, they hosted the European 

Cybercrime Conference back in 2024, which included over 400 participants from over 

80 countries, whose main goal was to create a pathway to prevent and lower the rates 

of cyberattacks. Ultimately, this issue is controversial due to the different goals and 

actions that have been taken in the past to prevent this issue.  

 

In an international aspect, many nations worldwide have been working together to find 

stability in these problems. Due to the low regulations on the internet, this creates no 

limits to an extent so that cybercriminals are not restricted to just focusing on one 

nation, which makes unilateral national responses not work due to the intensity of the 

problem. Different international affairs, such as the EU, have been working together in 

the Budapest Convention on Cybercrime to harmonize laws worldwide. (European 

Treaty Series No. 185), "Convinced of the need to pursue, as a matter of priority, a 
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common criminal policy aimed at the protection of society against cybercrime, Inter 

alia, by adopting appropriate legislation and fostering international cooperation.” 

Ultimately, the illegal trafficking and fraud seem to be deeply intertwined in creating 

challenges in the transnational crime organizations. 

 
Definition of Key Terms 
Transnational Organized Crime(TOC): When illicit activities such as trafficking, extortion, 

and money laundering are performed by criminal organizations across borders using 

digital platforms(United Nations). 

 
Cyber-enabled crime: When digital tools and platforms allow common crimes to be 

easier or on a larger scale(“Organized Crime / Cybercrime Module 13 Key Issues: 

Criminal Groups Engaging in Cyber Organized Crime”). 

 

Cyber-dependent crime: Crimes that are exclusive to the digital world such as hacking, 

ransomware, and account takeover, which are frequently committed by organized 

crime groups(“Organized Crime / Cybercrime Module 13 Key Issues: Criminal Groups 

Engaging in Cyber Organized Crime”). 

 

Dark web marketplaces: Online markets that are hidden (frequently accessed through 

encrypted browsers) that facilitate criminal organizations to do illicit activities such as 

drug trafficking, identity theft, counterfeit goods distribution, and other cybercrime 

(Owen et al.). 

 

Cyberspace: The facilitation of internet use due to computers, networks, and other 

devices, creating a non-physical realm that is digital (Lasky). 

 

Cybersecurity: The use of many technologies, processes, and policies to combat 

cyberattacks, protecting targeted people, systems, and data (Lindemulder et al.). 

 

Online scams and fraud: Deceptive schemes performed digitally, such as phishing, tech 

support swindles, and false investment opportunities, are often ran by transnational 

organized crime groups ("Online and Digital Scams | OCC”). 
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Encrypted Communication: Methods and channels of securely sharing information, 

allowing criminal organizations to plan activities with limited law-enforcement 

monitoring (Faure). 

 
 
General Overview 
The Main Idea  
This issue focuses on how illicit activities like fraud, money laundering, and trafficking are 

performed all around the world by transnational organized crime groups that utilize 

digital platforms, such as social media, messaging apps, e-commerce websites, and 

payment platforms. Solving this issue will take precise design of measures, in which 

states and multinational organizations will have to hold platforms, nations, and criminal 

networks accountable, and at the same time, maintain privacy, security, and freedom 

of expression(Union). Delegates will have to find solutions ensuring that cyberspace 

stops being exploited by criminals, but making sure that regulation and surveillance in 

the digital world are not extreme. 

 

The challenge of enforcing security against  privacy and digital rights 
A fundamental disagreement when it comes to this issue is how much a nation is willing 

to share data and accept monitoring to combat organized crime. Some states can be 

more focused on security, preferring mandatory backdoors, more surveillance, and 

expanded data-sharing rules. On the other hand, states that value rights more argue 

that the measures mentioned previously are a threat to privacy, an amount too high of 

surveillance, and removing freedom of expression and encryption(Anuradha). That 

leaves a main concern that must be resolved, if tech companies weaken encryption or 

hand over user data automatically, in addition to protecting people from over-broad 

targeting. 

 

The debate of sovereignty when faced upon an international tech-company power 
The question of who is in charge in cyberspace and all its rules is a clash to say the least. 

On one side, states believe that national law must manage and hold authority over 

digital platforms, with foreign governments and companies being unable to make 
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changes, while on the other end, states argue that binding international rules, oversight 

from multiple places, and regimes of platform liability help combat transnational 

crime(“Cybersecurity | United Nations - CEB”). There must be an agreement on how 

much impact tech companies can have on the rules, to what extent internet-governers 

should take external orders from,  and if there should be a United Nations treaty that 

holds supreme on digital platforms. 

 
Inequality of Resources and Capacity 
Developing nations lack the necessary resources and capacity for advanced 

measures. These states don’t have enough personnel and adequate institutions to study 

cybersecurity, organize platforms and keep its citizens safe in the digital world. Due to 

this, the debate stands, if treaties and international laws should be made with the mind 

of wealthier states and big tech companies, at the expense of developing countries. 

Yes, rules might be great, but with developing countries not having sufficient financial 

and technical support, they will be left out and still suffering(World Bank Group). Digital 

colonialism can also take place, with these rich nations and big tech corporations 

having all the power of cyberspace, leading to domination, with developing countries 

having no choice but to oblige(Transnational Institute). 

 

 

Major Parties Involved and Their Views 
United Nations Office on Drugs and Crime (UNODC) 
UNODC has been one of the biggest responsible bodies when it comes to building an 

international framework to create collaboration between nations, while focusing mainly 

on safety and maintaining privacy. "Some 67.4 percent of the world’s population 

accessed the Internet in 2023" ("Five Reasons Why the New Cybercrime Convention 

Matters”). This citation gives insight into how global and essential the internet has 

become, which can lead the vulnerable population towards the issue of cybercrime. 

UNODC has said, “The finalization of this Convention is a landmark step as the first 

multilateral anti-crime treaty in over 20 years and the first UN Convention against 

Cybercrime at a time when threats in cyberspace are growing rapidly" ("United Nations: 

Member States Finalize a New Cybercrime Convention"), which indicates how they 

have taken measures to ensure safety and how they are responding to cybercrime. 
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UNODC’s essential goal is to create a structure that is sustainable by giving assistance 

and law enforcement so that nations collaborate as a whole.  
 
United States  
The United States of America has been the most targeted nation in dealing with 

cybercrimes and attacks. In an international perspective, the FBI has found more than 

850,000 reports of cybercrime violations in 2024. “At $16.6 billion, cybercrime in 2024 

out-earned the U.S. box office, the entire U.S. airline industry’s net profits, and the U.S. 

recorded music market—combined. Hackers aren’t just stealing data; they’re 

surpassing the financial scale of major, everyday industries,” Povolny said (Ionut 

Arghire). This has cost the United States more than $16.6 billion, resulting in a major 

problem due to the high number of attacks and the increased cost required to address 

them, which has also led to numerous arrests of cybercriminals. "In 2024, more than 215 

arrests were made through 11 joint operations between the FBI and India’s Central 

Bureau of Investigation" (Otto). Overall, the United States lacks major tech support and 

government monitoring of different scams that the United States government has 

faced.  

 

Russia 
As Russia is one of the biggest sources of transnational cybercrime from an international 

perspective, it has challenged the geopolitical tools to ensure the safeguarding of 

human rights in international treaties. The University of Oxford has stated that Russia is 

the biggest index in the cybercrime world, which creates tension between Russia and 

other nations due to Russia's bad reputation and how other nations now fear Russia as a 

whole. "Russia for activities ranging from phishing and identity theft to malware 

distribution, fraud scams, child sexual abuse materials, and command and control 

servers for botnets and distributed denial of service (DDOS) attacks" (Seger). This cite 

from the ‘Just Security’ article shows how Russia has been one of the risks in the 

cyberworld due to the high attack rates and the different reasons for how they treat 

cybersecurity issues.  

 

INTERPOL   
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INTERPOL has shown to be a key organization when coordinating police from an 

international perspective. INTERPOL has shown to be significant when targeting the issue 

of cybercrime networks in Latin America and Africa. "Cybercrime continues to outpace 

the legal systems designed to stop it," INTERPOL said, adding, "75% of countries surveyed 

said their legal frameworks and prosecution capacity needed improvement." (News). 

This site indicates how INTERPOL  has proven that many nations are in danger due to 

their weak system of cybersecurity. In 2024, INTERPOL managed to arrest over 1,000 

cyber criminals. The global crime costs were estimated to be around 10 trillion US dollars 

by the end of 2025, which is an exponential scale in comparison to 2015, when they 

were 3 trillion US dollars.  which highlights the severity of the problem that the INTERPOL  

organization is taking responsibility for and trying to ultimately combat the issue. "In 2024, 

a US cybersecurity company revealed that over 30 000 vulnerabilities were disclosed 

globally that year, a 17 per cent increase from previous figures." (“Resilience to 

Cyber-Dependent Crimes Is Rising, yet Threats Continue to Outpace It”) 

  
India  
If India is heavily reliant on technological advancements,  it has severe loopholes, 

which make it one of the heavily targeted nations in Asia for cyberattacks. And he has 

proven to be ranked third by the 'Security Week’ organization due to over 4000 

cyberattack complaints, which often targeted the India-based networks. "In 2024, India 

was the most targeted country in Asia and number seven in the world, with 100 listed 

victims on extortion websites." (Group) Despite being victims of cyberattacks, India has 

also repeatedly proven to be vulnerable to scamming foreign victims. India has made a 

key proposal during the UN cybercrime treaty negotiations, which includes constant 

global communication and constant monitoring between nations. "The United Nations 

Convention against Cybercrime was officially adopted in December 2024 by the 

General Assembly (United Nations Office on Drugs and Crime, n.d.b.)." (Beyer) 
 
Europol  
The EU’s primary goals are to coordinate losses between the nations in the cybercrime 

operations with countries such as Germany, Italy, and the Netherlands.  They have 

found serious and organized crime threats in 2025, which include full-scale migration 

and cybercriminals using the darknet market to coordinate different attacks. "From 
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trafficking and fraud to extortion and recruitment, the internet is both a tool and a 

target. Criminals use encrypted messaging, social media, and darknet markets to 

coordinate operations, launder money, and exploit victims—particularly youth" 

(Werner). According to the EU’s  2024 report, only 2% of illegal proceeds are currently 

known. Well, this highlights the need for more cybersecurity. The EU  is working with other 

global organizations to combat this issue together.  Primarily, the EU is looking for stability 

and unity.  

 

Timeline of Events, Relevant Resolutions, Treaties, and Events 
 
              Date​​     Description of Event  
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1980 In 1980, the first computer networks were established, while 

bulletin board systems (BBS) were created to regulate early 

access to digital communication. (Hafner and Lyon) 

 

1990 Public internet gets expanded with little to no regulations, the 

government begins to recognize how internet exploitation is 

slowly becoming a risk factor to society, while trying to 

coordinate frameworks to work effectively. (UNODC)  

2000 According to unodc.org, the UNODC has recognized how 

transnational crime has become one of their major problems, 

which is why the UN decided to host the "United Nations 

Convention against Transnational Organized Crime," where they 

state: “The Convention represents a major step forward in the 

fight against transnational organized crime and signifies the 

recognition by Member States of the seriousness of the problems 

posed by it, as well as the need to foster and enhance close 

international cooperation to tackle those problems” (“United 
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Nations Convention against Transnational Organized Crime”) 

2001/2 In 2002, Budapest held its ‘Budapest Convention on 

Cybercrime’ after many nations had recognized the issue of 

transnational crime through digital platforms. The Budapest 

Convention on Cybercrime, adopted by the Council of Europe, 

was a treaty that brought together laws from different nations to 

harmonize their regulations and create an international 

framework. According to the Council of Europe, they state, "The 

Budapest Convention is more than a legal document; it is a 

framework that permits hundreds of practitioners from Parties to 

share experience and create relationships that facilitate 

cooperation in specific cases.” (“About the Convention - 

Cybercrime - Www.Coe.Int”) 

2004 2004 was a crucial year when there was a major shift in Europol 

(European police office) when they now had 10 more members 

added to their treaty. This was crucial because it marked a 

change in how nations were thinking; they shifted into 

becoming more dominant in the issue and wanting to take 

accountability. Most of the nations that joined the Europol were 

obligated to do so because they were part of the European 

Union (EU) despite also wanting more security; an example of 

this would be the Nation of Poland, according to the “Poland 

has become the latest country to join an international initiative 

to tackle the growing problem of cybercrime, such as payment 

fraud and malware," stated globalgovernmentfinance.com.  

(Hall) 

2006 The UNODC has witnessed one of the biggest security threats by 

witnessing the smuggling of immigrants, which leads to insecure 

social security. They noticed how it has become a very serious 

issue. “The threat posed by transnational and non-State actors 
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involved in drugs and crime was one of the greatest challenges 

to international security and peace," an official from the United 

Nations Office on Drugs and Crime (“Client Challenge”) 

2017/18 Europol has taken significant accountability in the years of 2017 

and 2018. According to europol.europa.eu, they stated, "For the 

SOCTA 2017, Europol has undertaken the largest-ever data 

collection on serious and organized crime in the EU.” (Europol) 

The Europol committee in the EU has investigated the increase 

in crime rates in recent years, which made them undertake an 

investigation of the differences between past years.  

2020 The COVID-19 pandemic was a crucial time when society was 

highly technologically dependent. According to PMC, they 

stated in an article released in 2020 that “The Covid-19 

pandemic has led to an inevitable surge in the use of digital 

technologies due to the social distancing norms and nationwide 

lockdowns.” (De’ et al.) This marks a crucial time for 

cyberattacks due to the high usage; more people started to 

become too reliant on the internet, which then led society to 

start to rely on the internet blindly. According to the article, "The 

pandemic has created a scenario of insecurity that is inviting 

fraudsters to exploit the crisis by extracting money or information 

or by creating vulnerabilities." This overall created an 

internet-reliant society where everybody was blindly trusting the 

internet without any further questioning, which came as a 

benefit towards the cyber hackers.  

2024 In 2024 Europol hosted the ‘Cyber Crime Conference,' where 

later came the ‘Consolidated Annual Activity Report.' Which 

gave the result of a positive test. In the activity report, which 

was released by Europol, they state, "The European Serious and 

Organised Crime Centre (ESOCC) supported 1,187 operations 
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United Nations Involvement 
The United Nations has held a significant role over the years concerning the issue of the 

misuse of digital platforms by transnational criminal organizations. 

 
United Nations Convention against Cybercrime 2024 
The UN Cybercrime Convention marked a significant step in the right direction toward 

solving this issue, being the first international treaty focused on addressing crimes 

committed through digital platforms and technological means. This treaty was adopted 

on the 24 of December 24, 2024, by the UN General Assembly under resolution 79/234. 

This happened in past years of talking stages and collabs through the Open-Ended 

Working Group (OEWG) and Ad Hoc Committee on Cybercrime. This treaty was 

opened for signature in Hanoi, Viet Nam, on the 25 of October of 2025, and signatures 
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during the year and produced 4,854 operational reports.” 

(Europol Public Information). As of the conference, Europol's 

goal was to be “focused on the theme 'Detect, investigate, and 

disrupt'" (Europol).  In this conference, over 82 nations were able 

to attend to discuss the past rates of the past years in 

cybercrime. This created enormous significance between 

nations because as a result of this conference, nations faced a 

major shift to collaborate together and harmonize their laws 

while also securing safety for their citizens in the European Union.  

2025 In 2025, the UN decided to open itself up to the Convention on 

Cybercrime and more international relations. The UNODC states 

that it “opened for signature on 25 October 2025 at a signing 

ceremony held in Hanoi, Vietnam, and will remain open for 

signature at United Nations Headquarters in New York until 31 

December 2026.” (“Convention Main”) 
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will be accepted until the end of 2026, highlighting the United Nations’ commitment to 

solving this alarming issue. After 40 states become Parties, this convention will officially 

be underway, with its implementation being overseen by the Conference of the States 

Parties (“United Nations Convention against Cybercrime”). Some measures this 

convention will implement include punishing cyber-dependent offences, such as 

hacking, malware deployment, and denial-of-service attacks, thereby strengthening 

cybersecurity. This promotes international cooperation, making nations unite to solve 

the issue, and better cybersecurity means fewer techniques that transnational 

organisations have to cause harm in the digital world(Plumb). 

 

United Nations Convention against Transnational Organized Crime (UNTOC, Palermo 
Convention, 2000) 
This convention is the principal global treaty addressing transnational crime, such as 

trafficking, drug crime, and money laundering, which are becoming easier with the rise 

of digital platforms. It was adopted by the UN General Assembly on the 15th of 

November in the year 2000, under resolution 55/25, and was officially implemented in 

2003, with ratification and support from more than 190 countries. This convention 

establishes clear criminalization, in terms of participating in organized crime, money 

laundering and corruption, setting clear protocols in terms of trafficking, smuggling of 

migrants, and tracking firearms. As the digital world gets more advanced, the UNODC 

has worked on trying to make changes and update the treaty for the modern world 

and the challenges that will arise with technology. This treaty remains an important part 

of the fight against the issue, focusing on transnational organized crime(“UN 

Convention against Transnational Organized Crime - the Alliance”). 

 

United Nations Convention against Corruption (UNCAC), 2003 
This convention is the main treaty against corruption worldwide. It was adopted on the 

31st of October of 2003 by the UN General Assembly. This convention played a key role 

in highlighting the joint realization of fighting against corruption and its importance. It 

includes key measures, such as punishing bribery and money-laundering, in addition to 

strengthening international cooperation. This connects to transnational organized 

crime, as corruption, in many cases, allows these illicit actions to take place, showing 
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how keeping strict rules in terms of corruption is crucial to solving this issue ("Learn about 

UNCAC”). 

 

   

Evaluation of Previous Attempts to Resolve the Issue 
The Budapest Convention on Cybercrime  
As of 2001/2002, the Council of Europe has widely acknowledged this issue. In 2001, the 

Budapest Convention on cybercrime was held, with over 80 participants. Nations across 

the world, but mainly in Europe, have found the solution in unity. EU-related nations 

have been required to comply with this convention to harmonize laws and promote 

safety and unity within their countries. According to the document "International 

Cooperation to Fight Transnational Cybercrime" (Javier Lopez), they state, "The 

computer and the internet have created several potentially new misuses or abuses that 

may be criminal as well.” This article was written by a Spanish journalist, who ultimately 

concludes that nations need to continue collaborating to achieve peace and unity. 

Ultimately, the Budapest Convention on Cybercrime has led to more unity and 

international relations to find a solution for this problem altogether.   

 

Operation Bayonet 2017 
As of 2017, two of the major dark web markets were successfully shut down by Europol 

and the Department of Justice of the United States. This dark web market shut down 

due to the high allegations of selling illegal data while also trafficking narcotic drugs. 

Alpha Bay, which was the most used dark web market, was shut down first by the 

authorities, while Hansa was still very active. After the successful shutdown of Alpha Bay, 

the authorities closely monitored the Hansa market, which led to the arrest of more than 

a thousand criminals. As a result, the thirdway.org stated that “global developments in 

cybercrime cases and efforts from the last five years in boosting international 

cooperation on cybercrime." This overall shows the importance of unity in combating 

this issue and finding possible solutions.  

 

Possible Solutions 
Launch Capacity Building and Support Programs for Developing Nations 
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A big issue that comes to mind when finding solutions is the fact that many developing 

nations simply don’t have the resources to carry out these plans. They lack the 

specialization and tools to combat exploitation in the digital world, making them 

behind. A way this can be addressed is by developing cybersecurity in these nations 

with international assistance, such as training cybersecurity personnel and improving 

border control and financial intelligence systems to help these nations be able to stand 

on their own. 

 

Build rules that balance strictness and encryption 
Encryption is very important for users of the digital world, but there must be a balance 

between strictness and encryption. To combat this issue, states could make it a 

requirement of digital platforms to take action such as removing illicit content, 

overseeing valid takedown requests, and working with law enforcement. It is also 

essential that companies and governments refrain from silencing criticism, thereby 

encouraging transparency and independent review systems to maintain full honesty. 

 
 
Sustainable Development Goal (SDG) 
SDG 17: Partnership for the Goals  
By forming a partnership to achieve a more sustainable and secure security system, 

citizens will be able to feel more connected to one another while also maintaining 

secure online connections. If nations decide to collaborate, there will be more security 

and partnerships between governments, which can then protect users in their ultimate 

use of it. An example of this would be how if Meta (which has been one of the websites 

used for transnational crime as a whole) collaborated with governments despite being 

a company, the government would overall help Meta improve their reputation. In 

addition, the SDG 17 goal also promotes overall training and technology sharing, which 

helps nations with their responses to cybercrime.  

 
 
Appendix 
This section of the issue bulletin is focused on providing delegates with great sources to 

utilize during their research. 
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https://www.statista.com/chart/28878/expected-cost-of-cybercrime-until-2027/?srsltid
=AfmBOoqhaVg4aGQeO25ZJCwth6TiWAJ7CRTcp6kLozGGxdeqBJ5a2Vzy 
Source A: The image above is a bar graph showing the already increasing financial 

cost of cybercrime, and the alarming increase in financial cost it is projected to have 

over the next few years until 2028. The cost of cybercrime worldwide is projected to 

reach 13.82 billion dollars in 2028, showing how cybercrime is growing very fast, making 

it a very worrying issue affecting economic growth and businesses. This projected 
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increase highlights the need for more cybersecurity to prevent the negative financial 

impacts of cybercrime from becoming even more worrisome. 

 

 

 

 

 

 

https://www.weforum.org/stories/2019/10/cyber-crime-and-security-business/ 
Source B: The image above is a bar graph that shows the alarming increase of damage 

done to the IC3 due to cybercrime, up until 2018. The fact that this is until 2018 is very 

worrying, as technology has developed even more since then, meaning that 

cybercrime has had to have reached new heights. This shows how cybercrime has not 

only done harm to individuals emotionally, but has also had a massive negative impact 

on finances. Going from 17.8 million in 2001 to 2710 million dollars in 2018 shows 
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cybercrime’s rise and its horrific impact, making it a major issue in the digital world. 

 

https://www.unodc.org/toc/en/crimes/organized-crime.html 

Source C: The source above talks all about transnational organized crime, including but 

not limited to the different types of it and it’s global threats. 

 

https://www.ibm.com/think/topics/end-to-end-encryption 

Source D: The source above talks all about end-to-end encryption, and it’s process to 

secure data.  

 

https://www.ibm.com/think/topics/cybersecurity 

Source E: The source above talks all about cybersecurity, including topics such as its 

importance. 
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